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PARTICIPANT LEARNING JOURNEY FOR GRC TEAM MEMBERS 
(200+ HOURS OF INVESTMENT)

Stage 1

Stage 2

Stage 5

Stage 6

Stage 7

Stage 8

Stage 3

Stage 4 Stage 10

Onboarding
Team Introduction
Onboarding Training
Introduction to Tools
& Platforms 

Security Fundamentals
CIA Triad

Cybersecurity Threats
AI Security Threats
Information Security
Tasks

Subscription to daily
threat feeds/news
Presentation on
Emerging AI Threats
Knowledge Check
Quiz

Introduction to Security
frameworks, standards and
regulations. 

NIST CSF | NIST 800-53
ISO 27001/ISO 27002
ISO 42001
NIST AI RMF
CIS Control
PCI-DSS
PIPEDA
GDPR
HIPPA
COBIT
SOC 2 etc

 Task
Differentiating between
framework, standard
and regulation

Deep dive into PCI-DSS
Members and Roles of
PCI-SSC 
Marchant Classification
PCI Entities
Transactions flow
among entities
RoC | AoC | ASV Scan |
QSA | ISA
PCI-DSS SAQ Types
Tasks

Knowledge Checks
Determine and
complete the right
SAQ and perform
ASV Scan for
CyberSkillWorks

Operationalizing Security
Awareness and training
program
Creating Security
Training Campiagns in
KNOWBE4
Creating Phishing
Simulation in KNOWBE4
Reporting phishng
metrics and program
performance with
KNOWBE4
Task

Integrating
KNOWBE4 with
DRATA GRC Tool 

PCI-DSS v4.0
Requirement-by-
Requirement Deep Dive
Exploring PCI DSS v4.x
Report on Compliance
Template - Frequently
Asked Questions
Exploring PCI DSS v4.x
Report on Compliance
Template - Frequently
Asked Questions
Task

PCI-DSS Certification
Readiness
Assessment using
Drata Compliance Tool

Week 11

Week 12

Week 13

Week 14

Week 15

Week 16

Stage 11
Task

Perform Privacy Impact
Assessment on
CyberSkillWorks
Identity Governance
and Administration
Project
Preparing a report for a
privacy impact report

---------------------------------------
AI Fundamentals
Machine Learning
Fundamentals
Generative AI & Large
Language Models
Neural Networks & Deep
Learning 

Stage 12

Stage 15

Stage 14 Stage 16
Data  Governance & Data
Security

Data Owership
Data Lifecycle
Management
Data Control
Requirements
Data Loss Prevention

Task 
Data Discovery
implemamtation
Data Classification
implementation

Data Privacy & Data Protection
Institutionalizing Privacy
Program

Risk Management
Enterprise Risk
Management
Technology, IT, Cyber
Risk Management

Risk Appettie & Tolerance
Exploring NIST RMF | ISO
31000 | ISO 27005
Risk Methodology/Approach
Risk Management Process

Identification
Analysis → Evaluation
Communication
Treatment
Reporting & Monitoring

Asset identification and
classification
Asset Risk Assessment

Task
Craft Risk Appettite
Statement for
Ciphertainment
Identify and Create
Risk Tolerant Levels
for Ciphertainment
Perform Project Risk
Assessment, Provide
Report and
Recommendations
Perform Internal Self-
Assessment
Provide Key Board-
Ready Metric for a risk
management program

Business Impact Analysis
Business Continuity
Planning
Disaster Recovery Planning
Third-Party Risk
Assessment &
management
 Task

Knowledge Check Quiz
Perform BIA
Assessment for
Ciphertainment
Assess Ciphertainment
for Business Continuity
Review 3rd-Party SOC2
Type 2 Report

End

Step Up

Month 1 Month 2 Month 3 Month 4

Starters Builders Operators Analysts

Understanding Controls &
Requirements
Types of Controls

Control By Functions
Preventive| Detective
Corrective | Deterrent

Technical | Physical |
Administrative Controls
Issues and Exception
Management
Control designs & Attestation
Tasks (Leverage GRC Tools)

Control objectives
mapping to Risk
Statements
Map Policy Statement to
Control objectives

Deep dive into ISO 27001
/ISO 27002
Introductory Clauses or
Non-Mandatory Clauses (1-
3)
The Management Clauses
(Clauses 4–10)
Annex A Controls (The
"Reference" Clauses)
Statement of Applicability
(SoA)
Task

Kwloedge check quiz
Implementing ISO
27001 Clauses
Scope and implement
ISO with Drata GRC Tool

Stage 9 Stage 13

Exams | Interview |
LinkedIn Brand | Job
Support | Continuous
Coaching

Perform Cybersecurity
program assessment based
on NIST CSF 2.0 and CMMI
Maturity on NIST Functions

Govern
Identify
Protect
Detect
Respond
Recover

Create Maturity Assessment
Report
Create a roadmap for
desired state

AI Governance
Deep Dive ISO 42001
Clauses 4–10 (The Core
Requirements)
Annex A (Reference
Controls)
Tasks

Knowledge Check Quiz
Create AI Governance
Policy
Create acceptable AI
use policies
Assessing CipherTeam
AI Platform for AI
Ethics and Safety
Leverage Drata GRC
Tool

Understanding Security
Awareness & Training
Program
Designing Security and
Awareness and training
Program
Creating Security
Awareness and Training
Policy build on applicable
frameworks,  Compliance
Requirements and
Business Objectives
Task

Creating Standard
based on policy
specific requirements
and controls
objectives

Cybersecurity Governance
Security Governance
Structure
Security Councils and
Committees
3 Lines Of Defense
Policy & Policy Lifecycle
Standards
Procedures & Guidelines

Task
Creating a Cybersecurity
Structure for an
organisation
Creating a Policy
Knowledge Check Quiz
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PARTICIPANT LEARNING JOURNEY FOR TECHNICAL TEAM MEMBERS
(200+ HOURS OF INVESTMENT)

Stage 1

Stage 2

Stage 5

Stage 6

Stage 7

Stage 8

Stage 3

Stage 4 Stage 10

Onboarding
Team Introduction
Onboarding Training
Introduction to Tools
& Platforms 

Security Fundamentals
CIA Triad

Cybersecurity Threats
AI Security Threats
Information Security
Principles
Tasks

Subscription to daily
threat feeds/news
Presentation on
Emerging AI Threats
Knowledge Check Quiz

Implementing LAN with LAN
components and Services

Gateway
Subnet Mask | DNS,
DHCP, DHCP Relay, WEB
Cryptography

Encryption
Hashing

Firewalls
Host-based
Network-based

VPN
Site-to-site
Remote-Access

Zero Trust Network
Architecture (ZTNA)
Task

Implement IAM

Introduction to Network
LAN, MAN, WAN,
Internet, Intranet
Network Addresses

IPv4, IPv6, MAC
Source & Destination
Public vs Private IP

Data Transmission
Modes & Communication
Methods
DNS Records

A, AAAA, MX,
CNAME, TXT, NS,
PTR, SOA, SRV, SPF,
DKIM, DMARC

OSI Model, TCP vs UDP
Knowledge Check Quiz

Week 11

Week 12

Week 13

Week 14

Week 15

Week 16

Stage 11
Application Security
SDLC vs SSDLC

Security Requirement
Threat Modeling
Static Application
Security Testing (SAST)
Dynamic Application
Security testing (DAST)
Software Composition
Analysis (SCA)
Penetration Testing
OWASP Top 10

Task
Introduction to Snyk

Scan Static code
Inroduction of DAST

Scan a running
application

Stage 12

Stage 15

Stage 14 Stage 16
Deploy Agent-based
scanner & schedule Scan
Deployment of Network
Scanner
Perform Network Scan on
Router, Switch and
Firewall
Perform Web Application
Scan
Perform Compliance Scan
based on CIS Benchmark
Level 1 & 2
Reporting, prioritization
and prioritization

Endpoint Security
EDR | XDR | MDR 
MSSP | IR Retainer Partner
Introduction to Microsoft
Defender for Endpoint

Email Security
Sender Identity &
Authentication Protocols
SPF, DKIM DMARC
Anti-Phishing & Anti-Spam
Anti-Malware & Sandboxing
Introduction to Microsoft
Defender for Office 365

Task
Onboard Endpoint on
Defender
Investigate malware and
email incidents

Task
Craft Risk Appettite
Statement for
Ciphertainment
Identify and Create
Risk Tolerant Levels
for Ciphertainment
Perform Project Risk
Assessment, Provide
Report and
Recommendations
Perform Internal Self-
Assessment
Provide Key Board-
Ready Metric for a risk
management program

Incident Response Operation
Cyber-Kill Chain
MITRE ATT&CK
Security Investigation
Malware infection incident
response
Email compromise
investigation
Incident Detection Engineering
Introduction to SIEM/SOAR
Microsoft Sentinel

Data Connectors
Analytics & Detections

Task
Implement Log ingestion
for Firewall and create
Analytic Rule

End

Step Up

Month 1 Month 2 Month 3 Month 4

Starters Builders Operators Analysts

Secure Configuration using
CIS Benchmark 

CIS Control
CIS Benchmark Level - 1

Basic security settings
with minimal impact
on functionality. 

CIS Benchmark Level - 2
More restrictive
security settings for
high-security
environments. 

Task
Perform an audit on
Fortigate firewall
based on CIS
Benchmark Level - 1

Vulnerability Management
Vulnerability Assessment

Asset Discovery
Vulnerability
Identification, Analysis
&  Evaluation

Scan
Agent & Agentless
Credential vs Non-
credential
CVE vs CVSS

Risk-Based Approach for
vulnerability prioritization

Task
Explore Tenable
Vulnerability Management

Stage 9 Stage 13

Exams | Interview |
LinkedIn Brand | Job
Support | Continuous
Coaching

Identity Governance &
Administration (IGA) 
Identity lifecycle
Management

Joiner | Mover | Leaver
Identity provider vs Service
Provider
Role-Based Access Control
Engineering
Single-Sign On (SSO)

SAML/OpenID Connect
Task

Imlementation of SSO
for business application
Execute Identity lifecycle
using Identity 360

AI Fundamentals
Machine Learning
Fundamentals
Generative AI & Large
Language Models
Neural Networks & Deep
Learning 
AI System Architecture
RAG
AI Security testing
OWASP AI 
Task:

Perform AI Security
Testing
Produce and present
test outcome report

Server, Storage &
Workstation

OS, Backups & Recovery
Network Services/Utilities

DNS, DHCP, NTP, SMTP,
FTP, SNMP, Syslog ,
Telnet, SSH, PING, Trace

Business Applications
ERP, CRM, HRMS, POS

Data
Trade Secret
Customer/Employee Data
(PII, PHI & PCI)
Financial Data
Contract Data
Market Research Data

Digital Crown Jewel (DCJ)
Task

Network Utii & Wireshark

Organization’s Assets
People | Process 
Datacenter | Tx Media

Wired | Wireless
Network

Router | Switch
Firewall | IDS | IPS
AP | Load-Balancer
Proxy | NMS
IT/OT

Virtualization
Hypervisor

Type-1 vs Type-2
VMs | Containers

Cloud Model
IaaS| PaaS | SaaS
AWS | Azure | Google

Implementation of
Conditional Access Policy
with Device Compliance
Condition

Enroll Microsoft Intune
and Microsoft Entra ID
Configure and enforce
device compliance
policies using Intune and
Microsoft Defender for
Endpoint
Build and test Conditional
Access policies that
enforce MFA, device
compliance, and location-
based controls
Validate that access 

Entra-ID
User, Group, Roles etc.

Identity/Account Audits
Privilege Access
Management

PIM
Just-In-Time
Vault

Network Segmentation
Micro-Segmentation
Device Trust & Endpoint
Security

Device Registration
Device compliance

Conditional Access Policies
Single-Sign On
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